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Niveau de diplôme exigé : Graduate degree or equivalent

Autre diplôme apprécié : Master level

Fonction : Internship Research

A propos du centre ou de la direction fonctionnelle
The Inria Centre at Rennes University is one of Inria's eight centres and has more than thirty research
teams. The Inria Centre is a major and recognized player in the field of digital sciences. It is at the heart of
a rich R&D and innovation ecosystem: highly innovative PMEs, large industrial groups, competitiveness
clusters, research and higher education players, laboratories of excellence, technological research
institute, etc.

Mission confiée

Context and Approach
This project aims to study the contributions of Generative Artificial Intelligence (AI) and Large Language
Models (LLMs) to certain aspects of defensive computer security. This internship provides
an opportunity to initiate research work that will continue in a thesis, in collaboration with DiverSE Inria
and the Exploration and Research Laboratory in Detection (LED) at ANSSI.

Ambition

The objective is to create a monitoring program capable of automatically detecting and characterizing
when a computer system deviates from its nominal behavior (including in its interactions with the
outside). The supervisor can then raise alerts. The result of the analysis is an actionable report for
experts.

Approach and Methodology

In this context, LLMs show promise for analyzing execution traces (by classifying, summarizing, or
extracting important information from one or more traces). LLMs have recently been at the forefront
with initiatives and tools such as BERT, BLOOM, GPT-3, GPT-4, PaLM, Alphacode, Code-Parrot, Codex,
ChatGPT, and CoPilot. The ability of LLMs to process or synthesize technical artifacts (code, semi-
structured documents, or traces) encourages us to explore their use in a cybersecurity context [Liu et al.,
2021, Steenhoek et al., 2022, Zhou et al., 2022]. It is then a matter of studying LLMs in the context of
detecting abnormal behaviors of computer programs and systems [Vaccaro and Liepins, 1989, Oliner et
al., 2011, Li et al., 2017, Sultana et al., 2019, Khraisat et al., 2019, Thakkar and Lohiya, 2023].

To achieve this, execution traces (e.g., logs) of various types (system calls [da Costa et al., 2017, Nissim et
al., 2018], memory [Panker and Nissim, 2021], network exchanges/packets [Sikos, 2020], etc.) will be
collected. Execution traces can be seen as text obeying certain rules: they are semi-structured data.
Large Language Models have demonstrated their ability to process this type of data in an agnostic and
generic manner, i.e., without the need for syntactic or grammatical analysis. Due to their versatility, LLMs
should have excellent capability to classify anomalous behaviors (i.e., executions) of programs and
systems, thus enabling the detection of errors, bugs, malicious software, or cyber-attacks.

The implemented system should take into account existing tools, catalogs, and vulnerability databases
to link detections, as much as possible, to these vulnerabilities (e.g., CVEs). Embedding techniques and
information retrieval methods need to be developed to make the interaction between LLMs, traces, and
data sources effective [Liu et al., 2021, Andrus et al., 2022]. Our vision is to synthesize reports that
manage to match traces with vulnerability information; these reports can be utilized by experts to make
defensive decisions;
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Principales activités

Internship Work
The work to be carried out is structured into three axes:

Study the bibliography to gain a good understanding of the relevant domains and existing tools.
The references cited in this document are a starting point, but the state of the art evolves rapidly,
whether it’s on the side of LLMs, software engineering, or security.
Based on the bibliographic work and in collaboration with ANSSI, design a playground with cyber
systems, traces, etc., to be able to experiment with LLMs. Open data or realistic scenarios can be
used, and a test bench will be established with the ambition to eventually have reference results
for detecting abnormal behaviors from execution traces.
Implement an experimental prototype of an LLM detecting abnormal behaviors by analyzing traces
of a given type. This prototype will be developed by the intern based on the articles and by reusing
libraries or available tools as open-source software. Experimental results will be reported, analyzed,
and discussed.

The aim of the internship is to familiarize oneself with the subject and obtain initial results that will
then be further developed as part of a 3-year thesis, still in partnership between DiverSE Inria and
ANSSI.

 

Supervision and Contacts
The internship will take place within the DiverSE team at Inria/IRISA Rennes, in collaboration with LED at
ANSSI. The DiverSE team has internationally recognized expertise in software engineering, software
variability, and automatic techniques for software. DiverSE has a strong activity in cybersecurity through
past or ongoing collaborations, for example recently with Software Heritage (SWH-Sec). DiverSE is co-
responsible for an Inria challenge on LLMs and software engineering.



The National Cybersecurity Agency of France (ANSSI) is the national authority in cybersecurity. Its
mission is to understand, prevent, and respond to cyber risk. LED is responsible for the domain of
detection and analysis of cyber attacks against information systems, including intrusion detection,
analysis of compromised systems or malicious software.

Supervisors:
Mathieu ACHER, Professor at INSA Rennes (mathieu.acher@inria.fr), DiverSE.
Olivier ZENDRA, Inria Research Scientist (olivier.zendra@inria.fr), DiverSE.
Romain BRAULT, Data Science Expert at ANSSI (romain.brault@ssi.gouv.fr), LED.
The aim of the internship is to prepare the candidate for research work that will continue with a three-
year thesis, carried out in collaboration between DiverSE Inria and ANSSI.

More information:

https://www.diverse-team.fr/positions/internship-llm-secu/

Informations générales
Thème/Domaine : Security and Confidentiality 
Software engineering (BAP E)
Ville : Rennes
Centre Inria : Centre Inria de l'Université de Rennes
Date de prise de fonction souhaitée : 2024-05-01
Durée de contrat : 6 months
Date limite pour postuler : 2024-06-03

Contacts
Équipe Inria : DIVERSE
Recruteur : 
Zendra Olivier / olivier.zendra@inria.fr

A propos d'Inria
Inria est l’institut national de recherche dédié aux sciences et technologies du numérique. Il emploie
2600 personnes. Ses 215 équipes-projets agiles, en général communes avec des partenaires
académiques, impliquent plus de 3900 scientifiques pour relever les défis du numérique, souvent à
l’interface d’autres disciplines. L’institut fait appel à de nombreux talents dans plus d’une quarantaine de
métiers différents. 900 personnels d’appui à la recherche et à l’innovation contribuent à faire émerger et
grandir des projets scientifiques ou entrepreneuriaux qui impactent le monde. Inria travaille avec de
nombreuses entreprises et a accompagné la création de plus de 200 start-up. L'institut s'efforce ainsi de
répondre aux enjeux de la transformation numérique de la science, de la société et de l'économie.

Attention: Les candidatures doivent être déposées en ligne sur le site Inria. Le traitement des
candidatures adressées par d'autres canaux n'est pas garanti.

Consignes pour postuler
Please submit online : your resume, cover letter and letters of recommendation eventually

Sécurité défense : 
Ce poste est susceptible d’être affecté dans une zone à régime restrictif (ZRR), telle que définie dans le
décret n°2011-1425 relatif à la protection du potentiel scientifique et technique de la nation (PPST).
L’autorisation d’accès à une zone est délivrée par le chef d’établissement, après avis ministériel favorable,
tel que défini dans l’arrêté du 03 juillet 2012, relatif à la PPST. Un avis ministériel défavorable pour un
poste affecté dans une ZRR aurait pour conséquence l’annulation du recrutement.

Politique de recrutement : 
Dans le cadre de sa politique diversité, tous les postes Inria sont accessibles aux personnes en situation
de handicap.

http://www.inria.fr/centre/rennes
https://www.inria.fr/equipes/DIVERSE
mailto:olivier.zendra@inria.fr
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