
Offer #2021-04174

Post-Doctoral Research Visit F/M Automatized
detection of personal data leaks in mobile systems
Contract type : Fixed-term contract

Level of qualifications required : PhD or equivalent

Fonction : Post-Doctoral Research Visit

About the research centre or Inria department
Grenoble Rhône-Alpes Research Center groups together a few less than 650 people in 35 research teams
and 8 research support departments.

Staff is localized on 5 campuses in Grenoble and Lyon, in close collaboration with labs, research and
higher education institutions in Grenoble and Lyon, but also with the economic players in these areas.

Present in the fields of software, high-performance computing, Internet of things, image and data, but
also simulation in oceanography and biology, it participates at the best level of international scientific
achievements and collaborations in both Europe and the rest of the world.

Context
Within the framework of a partnership (you can choose between)

This position is funded by the French National Research Agency (ANR) project CISC and will be hosted in
the Privatics team at Lyon.

The Privatics team is a research group affiliated to Inria and INSA-Lyon based in Grenoble and
Lyon. Privatics follows a multidisciplinary approach in considering the scientific and technical issues, but
also economic, legal and social aspects of privacy. The team has expertise in the identification of privacy
issues, anonymization techniques and sanitization database and design of Privacy Enhancing
Technologies (PETs). Privatics has a long history of contributing to Standards Developing Organisations
(IETF and IEEE) and has strong links with the CNIL (the French Data Protection Authority).

Assignment
This project is about the detection of privacy issues in mobile system. Depending on the skills and
background of the candidate, the work will focus on mobile application (Android) or on traces of wireless
traffic (Wi-Fi, Bluetooth, ...). The objective is to automatically identify undiscovered privacy issues based
on a training set of known problematic cases. Indeed, privacy issues are regularly found in mobile
applications [1] and in wireless network implementations [2], and tools to efficiently and quickly identify
them are required.

[1] J. Reardon, Á. Feal, and P. Wijesekera, “50 Ways to Leak Your Data: An Exploration of Apps’
Circumvention of the Android Permissions System,” in 28th USENIX Security Symposium (USENIX
Security 19), 2019, pp. 603--620.
[2] G. Celosia and M. Cunche, “Discontinued Privacy: Personal Data Leaks in Apple Bluetooth-Low-Energy
Continuity Protocols,” Proceedings on Privacy Enhancing Technologies, vol. 2020, no. 1, pp. 26–46, Jan.
2020, doi: 10.2478/popets-2020-0003.

Main activities
Develop machine learning methods for automated analysis of mobile applications or wireless
network traces;
Collect and prepare datasets to be used for training and evaluation of developed methods;
Implement and evaluate developed methods;
Dessiminate results (write papers and participate to conferences)
Interact with Inria students and researchers, and participate in the scientific life of the group

 

Skills
Android system
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Network, Wireless networks
Machine learning
Good programming skills (Python, ...)
Interest for the topic of personal data protection

Benefits package
Subsidized meals
Partial reimbursement of public transport costs
Leave: 7 weeks of annual leave + 10 extra days off due to RTT (statutory reduction in working hours)
+ possibility of exceptional leave (sick children, moving home, etc.)
Possibility of teleworking (90 days / year) and flexible organization of working hours
Professional equipment available (videoconferencing, loan of computer equipment, etc.)
Social, cultural and sports events and activities
Access to vocational training
Social security coverage

Remuneration
2653€ gross salary / month

General Information
Theme/Domain : Security and Confidentiality 
System & Networks (BAP E)
Town/city : Lyon
Inria Center : Centre Inria de l'Université Grenoble Alpes
Starting date : 2022-11-01
Duration of contract : 12 months
Deadline to apply : 2022-10-31

Contacts
Inria Team : PRIVATICS
Recruiter : 
Cunche Mathieu / mathieu.cunche@inria.fr

About Inria
Inria is the French national research institute dedicated to digital science and technology. It employs
2,600 people. Its 200 agile project teams, generally run jointly with academic partners, include more
than 3,500 scientists and engineers working to meet the challenges of digital technology, often at the
interface with other disciplines. The Institute also employs numerous talents in over forty different
professions. 900 research support staff contribute to the preparation and development of scientific and
entrepreneurial projects that have a worldwide impact.

Warning : you must enter your e-mail address in order to save your application to Inria. Applications
must be submitted online on the Inria website. Processing of applications sent from other channels is
not guaranteed.

Instruction to apply
Defence Security : 
This position is likely to be situated in a restricted area (ZRR), as defined in Decree No. 2011-1425 relating
to the protection of national scientific and technical potential (PPST).Authorisation to enter an area is
granted by the director of the unit, following a favourable Ministerial decision, as defined in the decree
of 3 July 2012 relating to the PPST. An unfavourable Ministerial decision in respect of a position situated
in a ZRR would result in the cancellation of the appointment.

Recruitment Policy : 
As part of its diversity policy, all Inria positions are accessible to people with disabilities.

http://www.inria.fr/centre/grenoble
https://www.inria.fr/equipes/PRIVATICS
mailto:mathieu.cunche@inria.fr
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