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PhD Position F/M Detection of coordinated influence
campaigns online
Contract type : Fixed-term contract

Level of qualifications required : Graduate degree or equivalent

Fonction : PhD Position

About the research centre or Inria department
The Inria Saclay-Île-de-France Research Centre was established in 2008. It has developed as part of the
Saclay site in partnership with Paris-Saclay University and with the Institut Polytechnique de Paris .

The centre has 39 project teams , 27 of which operate jointly with Paris-Saclay University and the Institut
Polytechnique de Paris; Its activities occupy over 600 people, scientists and research and innovation
support staff, including 44 different nationalities.

Context
The thesis is financed by the newly created agency:  Agence ministérielle pour l'intelligence artificielle de
défense (AMIAD), and it will be in collaboration with Inria and Ecole Polytechnique. 

You can find here more information on AMIAD:  https://www.defense.gouv.fr/actualites/bertrand-
rondepierre-professionnaliser-lusage-lia-gagner-guerre 

 

The thesis subject is on detecting coordinated influence campaigns online. A detailed version of the
subject can be found here: https://www.lix.polytechnique.fr/Labo/Oana.GOGA/papers/2024_AMIAD.pdf

 

Assignment
Social media platforms have changed how users consume news and stay updated on current events, with
nearly half of U.S. adults now turning to social media, especially Facebook, as their primary news source
[12]. This reliance on Facebook for news brings both advantages and concerns. On the one hand, it
enables effortless news dissemination, democratizes access to information, and allows users to exchange
ideas and opinions with people. On the other hand, many organizations have raised concerns about the
platform facilitating exposure to misinformation [1, 6]. One key enabling mechanism is the ease with
which anyone can claim to be a news provider and share news-related content without verification.
Recent reports showed the emergence of organizations aiming to influence voters during elections by
claiming to be local news providers [2].

The goal of this PhD is to detect online coordinated campaigns aiming to influence citizens by
masquerading as news providers.

Main activities
 

Task 1: Automated detection of self-proclaimed news providers: Fostering a healthy news environment
requires constant monitoring and auditing of content shared by both known and less-known self-
proclaimed news providers. Unfortunately, having a comprehensive view remains impossible, as
Facebook does not disclose the list of self-proclaimed news providers on the platform. In an attempt to
audit the (mostly U.S.) news media ecosystem, known journalistic agencies, MediaBiasFactCheck and
NewsGuard, have aggregated a list of 4k news media Facebook pages [10, 9]. As they are the only sources,
many recent news-related studies have only considered established news providers listed by journalists
[4, 13, 7, 8, 11]. However, we do not know to which extent these lists are comprehensive and, hence, to
which extent relying studies provide an extensive view of the entire Facebook news ecosystem.

In this proposal, we propose an approach that relies on the assumption that Facebook pages claiming to
be (and wanting to look like) news sources typically post news-related content. Therefore, our key idea is
to perform a daily crawl that: (1) exploits the GNews API [5] to get a sample of news articles published by
established news media in the past 24 hours and extract a set of corresponding keywords; (2) uses
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CrowdTangle [3], an API provided by Meta, to search for Facebook posts mentioning these keywords in
the past 24 hours; and (3) filters only Facebook pages that self-identify as news media. Facebook pages
that claim to be news providers usually list on their About page the corresponding news domain. This
way, we will be able to have a list of both Facebook pages and domains that claim to be news providers.
Our plan is to create the largest dataset Worldwide of self-proclaimed news providers.

 

Task 2: Clustering of news providers pertaining to the same entity: To be able to detect a coordinated
influence campaign, we need to be able to group together all news providers that belong to the same
entity. Previous works have exploited IP addresses to link together news domains [2]. However, with the
emergence of public hosting infrastructure, this method is no longer effective. Our key idea is that news
providers are usually displaying ads on their pages. When setting up the ad technology to be able to show
ads, a website owner needs to create a file, called ads.txt, that will list its identifier in different ad
networks. Our plan is to collect the ads.txt files of all the websites detected in the previous step and use
clustering techniques to link together news websites that share the same identifiers across different ad
networks.

Task 3: Identify influence campaigns: After we link together news sources that belong to the same entity,
the next step is to distinguish between legitimate clusters (the same mother organization supports news
sources in different regions of the country) and coordinated influence campaign clusters. For this, we
will analyze the content of the posted articles using the NLP techniques, and we will measure biases in
the way current issues are presented. We will also implement NLP techniques to detect the use of
propaganda in the presented articles.
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Skills
Technical skills and level required :

Strong programming skills. 

Expertise in data analysis. 

 

Benefits package



Subsidized meals
Partial reimbursement of public transport costs
Leave: 7 weeks of annual leave + 10 extra days off due to RTT (statutory reduction in working hours)
+ possibility of exceptional leave (sick children, moving home, etc.)
Possibility of teleworking (after 6 months of employment) and flexible organization of working
hours
Professional equipment available (videoconferencing, loan of computer equipment, etc.)
Social, cultural and sports events and activities
Access to vocational training
Social security coverage

Remuneration
Monthly gross salary : 2 082 euros

General Information
Theme/Domain : Data and Knowledge Representation and Processing 
Instrumentation et expérimentation (BAP C)
Town/city : Palaiseau
Inria Center : Centre Inria de Saclay
Starting date : 2024-10-01
Duration of contract : 3 years
Deadline to apply : 2024-09-30

Contacts
Inria Team : CEDAR
PhD Supervisor : 
Goga Oana / oana.goga@inria.fr

About Inria
Inria is the French national research institute dedicated to digital science and technology. It employs
2,600 people. Its 200 agile project teams, generally run jointly with academic partners, include more
than 3,500 scientists and engineers working to meet the challenges of digital technology, often at the
interface with other disciplines. The Institute also employs numerous talents in over forty different
professions. 900 research support staff contribute to the preparation and development of scientific and
entrepreneurial projects that have a worldwide impact.

The keys to success
Publications in top-tier CS conferences. 

Tools and methods to detect coordinated influence campaigns online. 

 

Warning : you must enter your e-mail address in order to save your application to Inria. Applications
must be submitted online on the Inria website. Processing of applications sent from other channels is
not guaranteed.

Instruction to apply
Defence Security : 
This position is likely to be situated in a restricted area (ZRR), as defined in Decree No. 2011-1425 relating
to the protection of national scientific and technical potential (PPST).Authorisation to enter an area is
granted by the director of the unit, following a favourable Ministerial decision, as defined in the decree
of 3 July 2012 relating to the PPST. An unfavourable Ministerial decision in respect of a position situated
in a ZRR would result in the cancellation of the appointment.

Recruitment Policy : 
As part of its diversity policy, all Inria positions are accessible to people with disabilities.
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mailto:oana.goga@inria.fr
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